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What is cybersecurity?

DEFINING CYBERSECURITY:
PROCESS AS MUCH AS
PRODUCT

The cybersecurity world is full of metaphors. Guarded gateways and hardened walls;
threat landscapes and attack surfaces. But the best way to think about the security of your
organization isn’t to imagine a territory to be defended, or a castle to be protected. It's to
view it as an ongoing process: something that changes and evolves over time, as new
threats arise and bad actors make their moves.

That means it’s about more than technology choices. It’s about the decisions you make
about those technologies: what to do, when to deploy, how to assess risk levels and set
priorities. Cybersecurity today is about staying ahead of the game — so you can maintain
business continuity, stay compliant with the law, and compete in your market even as the
rules of the game change.

Fortunately, it's an approach we’ve practiced at ICT Strypes for years. And today, we offer
cybersecurity as a service — more accurately, two distinct services that protect your vital
infrastructure as it changes with time.

Two competencies are foremost: vulnerability management and penetration testing.

We’ve summarized these services before. (See our articles on pen testing and
vulnerability management.) But this whitepaper takes a different stance, going into depth

about how we deliver those services, our aptitude and attitude. Let’s see how ICT Strypes
approaches each service and how they work together to keep your applications and data
safe ... starting with an overview of what needs to be protected.



https://strypes.eu/
https://ict-strypes.eu/blog/pentesting-cybersecurity-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
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Cybersecurity in business

MULTIPLE RISK POINTS:
CYBERSECURITY AND THE
MODERN ENTERPRISE

Your IT infrastructure is a mix of hardware (including the parts you don’t own, like cloud)
applications (both inhouse and outsourced) and data (anything from a user’s emails to
enterprise-wide financial reports.) And a change in any of these can be an invitation to bad
actors everywhere. So let’'s summarize the parts that interact first.

CALLOUT: Your biggest headaches in 2025

1. Bad actors gaining unauthorized access to information

2. Attacks making services inaccessible to authorized users

3. Breaches from external sources, including the supply chain

4. Large-scale outages across your IT infrastructure

— Key cybersecurity issues for companies in the Netherlands. Source: NCSC

Network security: the base on which all else
depends

At the core is your IT infrastructure: the applications your people use to do their work and the
servers that make them functional. Some think your core applications, especially if they’re from
a major vendor, are secure “by design”. Not true. The bigger the application, the more it tends
to be customized and the more complex its configuration — all of which can mean security
issues multiplying like rabbits. Think of this as the base.
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Cybersecurity in business

Endpoint security: maintaining devices in a secure state

The way your people access your infrastructure, the devices at the network’s edge, is
the next part of the puzzle — and its list of risk factors is long. It’s not enough to
authenticate a device when it connects to the network; the device itself needs to be
kept updated and free of viruses lurking amid its thousands of files and gigabytes of
local apps. Endpoint hardware is the most vulnerable to opportunists — and the number
of opportunities is more than the number of all your devices combined.

Data protection: staying on the right side of the law

Legal frameworks like Europe’s GDPR have force even beyond EU borders, and flouting
the rules can mean heavy fines — making it doubly important to secure the data that
flows between your applications in addition to the apps themselves. But legal
compliance isn’t the whole story. A newspaper report of a data leak at your company, or
a successful ransomware attack, can kill customer trust — and your profit with it.

Access control: deciding who, where, how ... and why

Passwords can be compromised, emails can be spoofed, phishing attacks can be
simple or sophisticated — and everyone’s been caught by one at least once in their
lives. It’s not enough to keep track of endpoint devices; you need to identify who’s
using them, too, and apply the right permissions to each login, for every app.

Incident response

Finally, any strong security stance needs a plan for what happens when the worst does.
How will you address a sudden issue when it’s discovered, how do you prioritize and
solve each problem as it arises, who’s responsible for which app and how do you track
it all? An effective plan makes the most of your pen testing and vuln management

efforts — so let’s move onto the services themselves.
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Vulnerability Management:
watching, waiting ... and
deciding actions

Vulnerability management first. While it covers a range of skills and a large toolbox of
methods, it’s primarily an approach to monitoring your systems — across all infrastructure

deemed at risk, in whatever level of detail agreed.

Exploits can be anywhere ...

A vulnerability is any part of your infrastructure that could be exploited by someone with
bad intentions. It may be an open port in a cloud application. It may be a compromised
password — or the password requirements of your system being too weak and easily
guessable. It may be an exposure to DDOS attacks that flood your system with requests in
the hope of maxing out its resources. Whatever it is, it’s a vulnerability.

... and it’s a moving target

Of course, any activity within your network can lead to new vulnerabilities appearing. A
change in an API, a new app that allows outside access where it shouldn’t, a data pipeline
with too many offramps ... the job’s never over. That’s why vulnerability management is
best treated as an ongoing process that sweeps your systems time and again, always on
the lookout for new issues.

Vulnerability management looks at the whole attack surface

So the ideal approach to minimizing your risk here is to look at “the whole fruit”, known as
the attack surface — monitoring all points of weakness across your network infrastructure,
wherever they are and whatever application or device they involve.
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Summary box: How a vulnerability management initiative works

¢ Determine the scope, to confirm which resources will be assessed, monitored, and
analysed

* Define roles and responsibilities, so you know who’s doing what on both Strypes team
and your own

e Select the right tools and techniques to answer your goals completely and accurately
e Set policies and SLAs to make sure the success metrics match your expectations
¢ |dentify asset context sources to see how they interact and depend on each other

That’s vulnerability management in a nutshell: the act of assessing, monitoring, reporting,
and improving risks in your technology assets, with a focus on discovery and
documentation rather than active engagement. It’s how you find the edges of the jigsaw,
so you know what you’re dealing with. And once it’'s done ... you do it again. Because your
attack surface, and the world it connects to, changes all the time.

For another perspective on vulnerability management, see our article here.

R Determine the
. ) . be

Define roles and
/kponsibilities



https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/
https://ict-strypes.eu/blog/vulnerability-management-testing-strypes/

L
TICT Strypes

Part of ICT Group

What is Penetration Testing?

Penetration Testing:
cosplaying as hackers ...
and going on the attack

Now onto penetration testing, or “pen testing” for short. In contrast to vulnerability
management, pen testing seeks to actively exploit the risks in your network —
hacking away at your attack surface to carry out actual attacks with the goal of
gaining control you’re your resources.

Now onto penetration testing, or “pen testing” for short. In contrast to vulnerability
management, pen testing seeks to actively exploit the risks in your network —
hacking away at your attack surface to carry out actual attacks with the goal of
gaining control you’re your resources.

Friendly hacking, with an agreed Scope of Work ...Of course, this involves
accessing your inhouse systems and configurations. So the scope of any pen test
is agreed with you in advance, to ensure these friendly attacks don’t cause actual
harm to your business — after all, ICT Strypes is on your side! First come your
goals and what you want the pen test project to achieve and resolve — which
leads to decisions on the team you need and the pen testing approach.

... with a choice of white, black, or grey box testing

These approaches are threefold. In white box pen testing, our friendly hackers
have full knowledge and visibility into your internal systems — imagine someone
inside your company with bad intentions and the information to cause mischief.
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Penetration Testing
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Black box pen testing, by contrast, gives us the status of an outsider — a bad actor who
doesn’t know anything about your internal configuration, but wants to find out.

Gray box pen testing, a common approach, has elements of both — our team has some
knowledge of the most fruitful points of attack (such as common exploits in common
applications) but without the detail of knowing your precise config and customizations.

Differences between different types of pen testing:

White Box Testing Gray Box Testing

e Full e Zero
knowledge knowledge

* Testing as Testing as
developers attacker
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Preparation and planning comes before execution

With an approach — white, black, or gray — decided, it’s time for the details: the tactics and
actions they’ll take to exploit your vulnerabilities, covering multiple attack vectors with plans
for gaining access and control within your systems. (Imagine thieves planning a bank heist —
our “thieves” may be friendly, are no less serious about getting their hands on your gold.)
Naturally, caution is our watchword — unlike an attack by bad actors, the ICT Strypes team
works in close collaboration with your internal experts to ensure your business continuity in
the event of a breach.

Attack after attack, with each one documented

Then comes the main show: our friendly attacks on your network infrastructure, applications,
and devices, with the successes (and failures) of each attack noted and analyzed. Our
findings are then presented to you — complete with the attack vectors, exploits, and scripts
used. Meaning vulnerabilities, even those hidden up to now, are exposed and ready to patch
or fix.
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Summary box: How a pen testing project works

A pre-engagement phase defines the
pen testing project and your goals.

Reconnaissance, threat modeling, and exploit
development explore your systems and decide
on the tools and plans to penetrate them.

Exploiting your systems actively seeks to access
and control your network resources — all within
project scope, but often full of surprises.

Finally, reporting details our findings
and recommendations for action

1 YOV
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Cybersecurity as a service

WHEN TO USE
CYBERSECURITY AS
A SERVICE

Much of vulnerability management is automatable, scanning your system on
an ongoing basis — but a team of humans can often boost the benefits with
additional expertise and creativity. And pen testing is project-based and
limited to a specific scope of work; the reds aren’t attacking you 24/7. So
when do you need the humans, and how are they best used?

The basic answer: ask for vuln and pen cybersecurity services when
something in your system changes ... or whenever something outside your
system does. In other words: regularly. Here are some of those critical
points where you should think about it.

When new features are added to an app

Software development happens in modules; it’s possible for one team to work
effectively independently of another, without knowing the “big picture” of your
application infrastructure. This efficiency is also a risk factor in cybersecurity. If an
app grows a new capability, it may allow unplanned interactions with other parts of
the system ... such as connecting to sensitive data, using administrator-level
permissions, and enabling actions like SQL script injection into your apps and APIs.
To minimize the risks, adopt the habit of vuln and pen testing after every big feature
is rolled out. (And preferably while it’s still in beta.)
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When changes are made to your infrastructure

A cloud service changed to balance a load, a server added to increase capacity, an
application reconfigured to make better use of resources — all are good things. But
they’re also where vulnerabilities commonly arise without the right people noticing.
Which means the wrong people can notice them, unknown to you. Even well-known
infrastructural software used by millions of companies has well-known holes and
pitfalls when implemented. Vulnerability management and penetration testing can
close them.

When new data pipelines come into play

Businesses around the world today are deeply interconnected. And so is their data. So
even if your own systems are hardened to maximum, the databases and applications
they’re connected to — with your suppliers, your customers, or cloud services — remain
vulnerable. Worse, they’re out of your easy reach: usually you won’t have access to
them except as a user.

“Roughly 80% of global cyberattacks occur through supply chains” — American
National Institute of Science and Technology (NIST)

And these long, information-rich, business-critical data pipelines are becoming more
important to today’s enterprise — that’s why pipelines are another focus of Strypes. But
while you may not be able to fix your supply chain’s systems directly, you can control
how their data interacts with yours. Which can identify risks and address them
effectively.
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When new software is being developed

The strongest cybersecurity isn’t added to applications as an afterthought — it’s a
fundamental part of the work, with thought and expertise applied from Day One. So

the best time to include vuln and pen is during development itself, building risk

assessment and remediation into the process of creating software. Again, Strypes
has long and deep experience of doing this — smarts you can take advantage of.

THE COSTS OF NOT

DOING IT ...

Given the above, it’s easy to see the risks of not treating cybersecurity as part of your business
process. But how do vulnerabilities in your IT infrastructure translate to real-world problems?

Here are some things to think about:

Interruptions to business
continuity.

Even if the hackers are mischief-
makers rather than criminals, their
attacks can cause outages to your
systems and downtime for your
applications. Multiply one lost hour
by 1,000 employees, and that’s a
huge cost.

Higher insurance premiums.

Risks can always be insured against — but
the more often you claim, the more you pay.
Insurers give better rates to companies with
in-depth precautions for dealing with
hackers — and with the average insurance
claim for a cybersecurity breach costing

them US$345,000[1], their premiums are
only going one way: up.



Cybersecurity as a service

Lost customer trust.

A single instance of poor customer
service, or unavailable resources, or
just a slow website, can shake the
faith your customers have in you — at
worst, destroying customer
relationships built up over years.
And they won’t blame the black hats
who hacked you: they’ll blame you.

Compliance and regulatory
issues.

Privacy legislation is far-reaching and
getting stronger all the time. Many
jurisdictions carry high fines for
companies who expose confidential
customer data or expose people to the
risks of the dark web — and of course
you lose the customer, too.
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Lack of competitive advantage.

If your systems are constantly being
compromised, and your energy is
going into fixing problems rather than
serving customers, you’ll be less
competitive — because your peers are
spending money more effectively to
give customers the same result.
Planning for problems ahead of time
with vuln management and pen testing
keeps your competitive edge sharp.

A hit to your corporate brand.

A single data breach can have long-
lasting effects on your reputation;
prospects and customers have long
memories, especially if your breach
was front page news. Brand equity
takes a long time to build, but can be
lost in one day.
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Benefits of Cybersecurity

..« AND THE
BENEFITS OF DOING
SO!

So, in sum: the benefits of cybersecurity as a service — vulnerability management and
pen testing being the two most important — don’t stop at the IT department door. A
measured, strategically planned program of vuln and pen over time can keep your
network resources safe and productive in 2025 and beyond. Look at the benefits:

“With technology the key
driver of business
advantage today,
cybersecurity has a
fundamental role in your
IT strategy — and beyond
that your business
strategy itself. Blue, red,
or purple, our teams are
on your side!” — Diyan
Apostolov, Solutions
Architect, ICT Strypes

Confidence in your infrastructure, with low to no
downtime

Smoother business operations, trusted by employees

Greater profits, with fewer losses to bad actors

A better corporate reputation among customers

A more resilient business, able to recover fast
from shocks
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CONCLUSION: AIM
FOR DIGITAL
RESILIENCE

Cybersecurity is a philosophy. And that philosophy has a goal: digital
resilience. The ability to withstand attacks from bad actors, maintain your
infrastructure for the people who need it, and keep your data safe at all
times. Across your entire infrastructure, within every app configuration, for
all your users.

That’s how we do cybersecurity at ICT Strypes. Ready to see how our
vulnerability management and penetration testing teams can work together
for your business?

[1] https://www.getastra.com/blog/security-audit/cyber-insurance-claims-statistics/
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REACH OUT AND
CONNECT WITH
OUR TEAM TODAY

OUR WEBSITE ()

ict-strypes.eu

OUR ADDRESS (0]

Prof. Dr. Dorgelolaan 30
5613 AM Eindhoven (4th floor)

E-MAIL ADDRESS @
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